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First of all, you need to make sure that the time zone is configured correctly on all 
computers in the domain and understand the way Group Policy Management works. 
The first section of this manual will help you in this. 
The second section of this manual will help you to restrict the permissions for changing 
the time zone. You can jump right to the second section of the manual from the Table of
contents above or via this link.

Configuring the time zone using tzutil

Open the Command Prompt (how to open the Command Prompt) and type the following
command:

tzutil /l

After executing it you will have the following list:

You will need to copy the name of your desired time zone from the second line to later 
insert it in the Command Prompt. 
The first line can be different depending on system language that’s why you need to 
copy only the second line and insert it in the command:

tzutil /s "desired time zone"



For example if your desired time zone is: 
(UTC-10:00) Алеутские острова
Aleutian Standard Time

Your command will look like:
tzutil /s "Aleutian Standard Time"

This way you can change the time zone on each individual machine. But you can also 
adjust Group Policy to run this command upon computer startup.

Managing Group Policies

You will need to create a startup script. Startup scripts run before the boot process gets 
to the logon screen. Startup scripts can be stored as Group Policy Objects (GPO) thus 
removing the need to configure a network share. The advantage of using this type of 
script is that it is executed with the Administrators rights, which makes it possible to 
adjust the time zone on the workstation without any elevation of rights.
Your script is the command for the Command Prompt from the previous step i.e. tzutil /s
"Aleutian Standard Time".

First, prepare the script to set up and copy it to the domain controller. You can either 
copy and later paste it or keep it as a separate file.

To keep it as a separate file you can create a new text document using notepad, paste 
your command (tzutil /s "Aleutian Standard Time") in this text document and save it 
as .bat file.

In order to create a GPO you will need to access the Group Policy Management 
Console (GPMC). It is a built-in Windows administration tool that enables administrators
to manage Group Policy in an Active Directory forest and obtain data for troubleshooting
Group Policy. You can find the Group Policy Management Console in the Tools menu of
Microsoft Windows Server Manager. It is not the best idea to use domain controllers for 
everyday management tasks, this is why you’re better to install the Remote Server 
Administration Tools (RSAT) for your version of Windows.

Installing the Group Policy Management Console

If you are using Windows 10 version 1809 or later, you can install GPMC using the 
Settings app:

1. Open the Settings app by pressing WIN+I.
2. Click “Apps” under Windows Settings.



3. Click “Manage optional features”.
4. Click “+ Add a feature”.
5. Click “RSAT: Group Policy Management Tools” and then click “Install”.

If you are using an older version of Windows, you’ll need to download the right version 
of RSAT from Microsoft’s website.

Using the Group Policy Management Console

Every AD domain has two default GPOs:
● Default Domain Policy, that is linked to the domain
● Default Domain Controllers Policy, that is linked to the domain controller’s OU

You can see all the GPOs in a domain by clicking the Group Policy Objects container in 
the left pane of GPMC.



Creating a New Group Policy Object

Don’t change the Default Domain Controllers Policy or the Default Domain Policy. The 
best way to add your own settings is to create a new GPO. There are two ways to 
execute that:

● Right-click the domain, site or OU to which you want to link the new GPO and 
select (right click) “Create a GPO in this domain”, and “Link it here…” When 
you save the new GPO, it will be linked and enabled immediately.

● Right-click the Group Policy Objects container and select “New” from the menu. 
You will need to manually link the new GPO by right-click a domain, site or OU 
and selecting “Link an Existing GPO”. You can do this at any time.

In the New GPO dialog you must name your GPO.

Editing a Group Policy Object

Editing a Group Policy Object - Adding the script - Option 1

To edit a GPO, right click it in GPMC and select “Edit” from the menu. The Active 
Directory Group Policy Management Editor will open in a separate window.



Under user configuration open “Policies” then expand “Windows Settings”, click 
“Scripts”, click twice on “Logon” and select “Add”. Then add your script:
tzutil /s "Aleutian Standard Time".

Editing a Group Policy Object - Adding the script - Option 2

Alternatively, you can create a shared folder on server storage and put the script in it.
To do this, access your server management tool and use it to create a shared folder 
that will be accessible by all computers in the domain. 
You can manage folder access rights by right clicking the folder, going to “Properties”, 
then “Access”.
Then open the text files editor of your choice, Notepad for example. Create a new text 
document.
Copy and paste your script (tzutil /s "Aleutian Standard Time") in the document you’ve 
created. 
Click “File”, “Save As”, under “File type” select “All files” and save the text 
document with your script to the shared folder you have created in the previous step. 
Give it a name and extension .bat. You will need to write it in the “File name”. Similar 
to the screenshot below.



Save the .bat file to your shared folder.

Then get back to Group Policy Management, find your GPO, and edit it.



Select “Show Files”, it will take you to the location of your created policy.

Next, you need to find the .bat file you have created, copy it and paste to the folder of 
your policy you accessed by clicking “Show Files” in the previous step.



Find the .bat file from the file explorer, move it to the policy folder.

Updating Group Policies

Group policies of the computer and the user are updated by default every 90 minutes in 
the background (perhaps a random offset from 0 to 30 minutes). They are also updated 
every time the system starts. If you change group policies and want to apply the 
changes right away, not waiting for 90 minutes and not restarting the computer, update 
them manually using the commands described below.

PSEXEC

The command line from Windows SysInternals, PSExec. If you have experience of 
using SysInternals, you might already have it in your toolbox. To start, simply run the 
following command in a Command Prompt window:

PSExec \computername GPUpdate

Using PowerShell

Using PowerShell - Option 1

You can use PowerShell If your network has WinRM already configured in place and 
enter command:
Invoke-Command -ComputerName $computer -ScriptBlock {
  gpupdate /force
}

This method works well. The only problem that can be encountered is when the 
GPUpdate session needs a “Yes” for restart. It occurs rarely, but can cause some 
trouble. If encountered, use a different method.

Using PowerShell - Option 2

Alternative command for PowerShell exists that uses built-in PowerShell tool, Invoke 
Update.
Invoke-Update -Computer $computer -RandomDelayMinutes 0 -Force

Using GPMC or RSAT

As an alternative to the command-line tools, you can force a Group Policy update using 
the Group Policy Management Console or Remote Server Administration Tools.

To force a GPO to be applied, take these simple steps:



1. Open the GPMC

2. Link the GPO to an OU.

3. Right-click the OU and choose the “Group Policy Update” option.

4. Confirm the action in the Force Group Policy Update dialog by clicking “Yes”.

Configuring the time zone using registry and Group Policy

If you feel like you’re not experienced in Group Policies and Group Policy management 
Console, you might want to consult   Installing the Group Policy Management 
Console   section of this manual.

The time zone configuration is stored in the Windows registry in the 
HKEY_LOCAL_MACHINE hive. You can access the registry by pressing Windows+R 
and typing “regedit”. Click “Yes” if you see User Account Control dialogue.

The exact registry key is:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\TimeZoneInformation

The time zone settings consist of multiple values (see below).

To find out the exact value for each registry entry, first set the time zone manually on 
your machine in the local Date and Time configuration. Then, you're just left to check 
the registry values mentioned above.

All available time zones are also listed in the registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time 
Zones

Open your Group Policy Management Console (GPMC.msc) and go to:



Computer Configuration\Preferences\Windows Settings\Registry 

Since multiple values need to be imported, it’s easier to use the registry wizard. Right 
click “Registry” select “New, Registry Wizard”. Now that you have all the necessary 
information, you can set the correct time zone for the local machine. Use Group Policy 
Preference registry item because it is the easiest way.

When you see the registry wizard window, select “Local Computer”, and click “Next”. 
Then, on the Registry Browser, navigate to the registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\TimeZoneInformation

Check the box of each registry value (see the image below). Scroll down through the 
list.



Click “Finish”. This will import the registry values.
If you want the registry items to look more tidy, you can move the individual settings (in 
the blue box) to a new collection item.

First, you will need to create a new collection item (a folder). Right click on “Registry”, 
select “New”, “Collection Item”. Name the collection item, for example TimeZone. 
Now you can move all individual registry items to this new collection item, just drag-and-
drop them.



When all the items are moved, you can delete the “Registry Wizard Values” folder with 
all underlying folders.
The registry item is now created and will be deployed to all machines to which the 
particular Group Policy applies.
After making any changes to group policies, force gpupdate for the changes to take 
effect.

Restricting users in the domain from configuring time zone settings

Restricting users in the domain from configuring time zone settings - Option 1

Now that you’re experienced in changing time zone settings you can prevent users in 
your domain from changing time zones themselves and keep this setting only to system 
administrators.

Access GPMC for your domain.
Go to User Local Policies\User Rights Assignment and find “Change the time zone” 
policy.



Double click on the policy, a new window will appear.

Select the users you don’t want to have access to changing time zone from the list and 
click “Remove”, and press OK.

If you want some other group to have access, follow the steps below:

Choose “Add User or Group”.
In a new window click “Object Types”.



Check all the boxes in the appeared window and click OK.

You will be returned to the previous window. There you will need to click on 
“Advanced”.

Click on “Find Now”, select the name of the user or group (for example "Everyone") 
you want to add, and click on OK.

https://www.tenforums.com/tutorials/88049-add-remove-users-groups-windows-10-a.html


Click “OK” to add the selected items to the policy list.

Restricting users in the domain from configuring time zone settings - Option 2

You can also restrict time zone settings in a different way.

1. Access GPMC for your domain
2. Next, access User Configuration\Administrative Templates\Control Panel
3. Find and double click policy "Prohibit access to Control Panel and PC settings"
4. Enable this policy on users in OU or default domain controller according to the 

instruction in Option 1.

After making any changes to group policies you will need to update the group policies 
by forcing gpupdate according to the instructions given above.

Restricting users in the domain from configuring time zone settings - Option 3

For this option you will need to download and setup the ntrights.exe from Windows 
2003 Resource Kit.
Download and move the ntrights.exe file into your C:\Windows\System32 folder, and 
click on “Continue” to approve.
Open Command Prompt with administrator privileges.
The ntrights tool allows you to grant or revoke user or user group privileges from the 
command prompt. 

Privileges are case sensitive. To learn more about the supported privileges, 
type ntrights /?.

https://www.microsoft.com/downloads/en/details.aspx?FamilyID=9d467a69-57ff-4ae7-96ee-b18c4790cffd&displaylang=en
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=9d467a69-57ff-4ae7-96ee-b18c4790cffd&displaylang=en


Using the commands given below you can:

Grant time zone changing privileges
ntrights +r SeSystemtimePrivilege -u "User or Group"

OR

Revoke time zone changing privileges
ntrights -r SeSystemtimePrivilege -u "User or Group"

Accessing Command Prompt with administrator privileges

Several times in the instruction it is required to access the Command Prompt. For 
information purposes Below is a quick guide on how to open the command prompt as 
administrator.

*Note: All commands that can be used in Command Prompt can be used in PowerShell 
as well.

Windows 8 and 10 - Accessing Command Prompt - Option one

You can use the Power Users menu.
In Windows 10 and 8 you can access the power users menu by pressing Windows+X 
or just right-clicking the Start button. On the Power Users menu, choose “Command 
Prompt (Admin)”.

**Note: After Creators Update for Windows 10 you can see Windows PowerShell 
instead of Command Prompt there. PowerShell allows users to do all the commands 



that Command Prompt does, and more. You can give PowerShell a try or use one of 
the other methods to access the Command prompt.

Windows 8 and 10 - Accessing Command Prompt - Option two.

In Windows 10 and you can type “cmd” or “command” in search and you’ll see 
“Command Prompt” listed as the main result.

Right-click that result and choose “Run as administrator”.

Any Windows version - Accessing Command Prompt - Option three

Another way to open Command Prompt is to use the Run box.
Press Windows+R to open the “Run” box. Type “cmd” into the box and then press 
Ctrl+Shift+Enter to run the command as an administrator.

Not all versions of windows support Ctrl+Shift+Enter in Run box. So you may need to 
type runas /user:Administrator cmd 



to open Command Prompt as administrator. 
You may need to type this command in the Run box for Windows 7 as well.

***Note:
When you launch the Command Prompt with administrator privileges, you’ll likely see a 
“User Account Control” window asking for permission to continue. Go ahead and click 
“Yes”.

You’ll also be asked to type in your administrator password to continue. Type it in and 
click Enter.

Windows 7 -   Accessing Command Prompt - Option one

You can find Command Prompt in the Start menu. Go to Start, click “All Programs”, 
unfold “Accessories”, right-click “Command Prompt”.



Select “Run as administrator” and click “Yes” on pop-up User Account Control 
dialog:

Windows 7 -   Accessing Command Prompt - Option two

Click Start and enter "cmd" or “command” in the search box.
Press Ctrl + Shift + Enter, and if User Account Control dialog appears, click “Yes” 
button to run Command Prompt with administrative permissions.


	Contents
	Configuring the time zone using tzutil
	Managing Group Policies
	Installing the Group Policy Management Console
	Using the Group Policy Management Console
	Creating a New Group Policy Object

	Editing a Group Policy Object
	Editing a Group Policy Object - Adding the script - Option 1
	Editing a Group Policy Object - Adding the script - Option 2

	Updating Group Policies
	PSEXEC
	Using PowerShell
	Using PowerShell - Option 1
	Using PowerShell - Option 2

	Using GPMC or RSAT


	Configuring the time zone using registry and Group Policy
	Restricting users in the domain from configuring time zone settings
	Restricting users in the domain from configuring time zone settings - Option 1
	Restricting users in the domain from configuring time zone settings - Option 2
	Restricting users in the domain from configuring time zone settings - Option 3

	Accessing Command Prompt with administrator privileges
	Windows 8 and 10 - Accessing Command Prompt - Option one

	Windows 8 and 10 - Accessing Command Prompt - Option two.
	Any Windows version - Accessing Command Prompt - Option three
	Windows 7 - Accessing Command Prompt - Option one
	Windows 7 - Accessing Command Prompt - Option two


