1. BupycHble aHaINTUKM coobLaloT 06 0bHapyXKeHUn HoBoM yrposbl ans NAS-ycTpolicTs.
BbifABNEHbI HECKO/IbKO C/Iy4aeB NOPAXKEHWUA CETEBbLIX XPaHUAULL BPeAOHOCHbIM BUPYCOM-
BbIMOTraTeieMm.

Ya3Bumbl nepen HOBOM Yrpo30ii Ntobble ceTeBble YCTPOMCTBA XPaHeHUs, paboTatowme Ha base
Linux. Bupyc npoHukaeT Ha NAS-ycTpoicTBa nos BUAOM CEPBMCHOIO 0O6HOBAEHMUS,
yCTaHaB/MBaA ceba B KOPEHb CETEBOro ANCKA U, WPy BCIO HAXOAALLYHOCA HA HEM
NHbOopMaumto. HeCKONbKO AeCATKOB, NOCTPASABLUMX OT aTaK, N0Ab30BaTeNeln coobwmnnu, 4To
Ha 3apaKEHHOM YCTPOMCTBE AOCTYNHbIM OCTAETCA TO/IbKO OAMH TEKCTOBbLIA AOKYMEHT C
TpeboBaHMeMm BbiKyna. Monb3oBaTenam npegaaraeTca NoAyYnTb KAKY ANA paclumdpoBKu
AaHHbIX B 06MeH Ha cymmy B 1 BUTKOMH, NepPeYnCNeHHYI0 Ha CYET, YKa3aHHbI B TEKCTOBOM
AOKYyMeHTe. B encTBUTeNbHOCTM, NONb30BaTEIM HE NOYYAKOT AOCTYN K AaHHbIM B XpaHUuMLLe
Aake nocne nepeyncaeHmns ykasaHHoOm cymmbl. B BUpyC BCTPOEH aAropuTm CamoyHUUTOXKEHUA
yepes 3agaHHOe BpeMsi, BC/IeACTBME YEro BpeaoHOCHbIM dalin yaanaeT ceba u BCto
MHOOPMALMIO Ha XpaHUaMLeE.

dKcnepTam yaanocb NOHATb MPUMHLMN NPOHUKHOBEHMA BUPYCa Ha CeTeBble XpaHuauwa. Kak
6bI10 YNOMAHYTO Bbile, WKMPPOBAbLIMK NOMNaAAET Ha CeTEBOE YCTPOMCTBO, noameHss DNS-
afpec cepBepa Ha aapec oPpULUMaNbHOro KaHana 06HOBAEHWNI, TaKUM 06pa3om 3acTaBNAA
YCTPOWCTBO AyMaTb, YTO 06HOBAEHME NOCTYNUAO M3 0PULMANbHOIO UCTOYHMKA. Mocne
NPOHUKHOBEHUSA B XPaHUULLE, BUPYC NbITAaETCA NONYYUTb NAPOab aAMMUHUCTPATOPA, 3aMyCcKan
Kennorrep. B cnyyae Heyaauum, oH HauMHaeT wndpoBaTb MMeloLMeca AaHHble 1 TpeboBaTb
BbIKYM.

BbimoraTenb 3aTouyeH nop ycTponcTea, paboTtatoume nog onepauyuoHHon cuctemoi Linux,
O/[1HAKO, He CTOUT 3abbiBaTb 06 OCTOPOXKHOCTU, AarKe ec/n Bbl Nosibayetecb nHoM OC. Camblit
NPOCTOM M HaAEXKHbIN cnocob obe3onacuTb ceba oT NoA0OHbIX aTak — U30/IMPOBaTb CETEBOE
YCTPOMCTBO OT BCEMUPHOM NayTUHbI. TaKKe PEKOMEHAYETCA OTK/OUYUTL Ntobble
aBTOMaTUYECKME OOHOBNEHUSA U, MPU HEOBXOAMMOCTH, YCTAaHABAMBATbL UX TO/IbKO BPYYHYIO,
npeaBapuUTeNbHO NPOBEPASA NAaKeT YCTAHOBKM Ha BUPYChI.



2. Bonpocbl BUPYCHOMY aHANUTUKY:
e Kakum o6pa3om TpoaHeLl, NOXMLLAET Napoan?
e Kak npoHukaet?

e 3awmuwaet nm coegnHeHune no HTTPS?

KaK BbIABUTb GaKT NPOHUKHOBEHUA? Kak npoBepuTb?

Kak obe3onacutb cebs oT yrposbi?

3. KpaTtkaa aHHOTauMA Ha aHITUACKOM.
A new threat detected for NAS-devices. Analytics report.
Several network storage customers have been affected by a new ransomware virus.

Vulnerability found in Linux-based systems of network storage devices allows hackers to get
access to information stored inside. Reportedly, more than twenty users have been affected by
this attack. The virus masks itself as a service update for a NAS-device, that is installed into the
root of the storage and attempts to launch a keylogger in order to receive the administrator
password. Simultaneously with those attempts, the virus begins encoding all the information
located on the network drive. The user is left with access to only a .txt file containing a ransom
demand in the amount of 1 bitcoin. The virus also contains a self-destruct algorithm that erases
itself and all the stored data.



